SKYE Identity Standard (SIS) v1.0
Skyes Over London LC | Solenterprises Al Division

SIS v1.0 - Engineer Preflight Script

SKYE ldentity Standard (SI'S) —Engi neer Preflight
Version: SIS-1.0

What it does:

- Verifies SKYE identity discovery endpoint

- Validates tenant identity status (SSO SCI M enforcenment flags)

- Validates O DC discovery + JWKS reachability (if configured)

- Validates SAML cert expiry (if provided)

- Runs SCIM CRUD snmoke tests (Users + optional G oups)

- Checks audit |ogging endpoints (basic reachability + | ast event presence)
- Emits required manual SSO steps with pass/fail pronmpts

Requi renent s:
- bash, curl
- jg optional (falls back to python for JSON parsing)

Usage:
chrmod +x sis_preflight.sh
APP_BASE="ht t ps: // your app. exanpl e. com' \
TENANT="acne" \
SKYE_ADM N_TOKEN=" YOUR_ADM N_BEARER TOKEN' \
SCI M_TOKEN=""YOUR_SCI M BEARER_TOKEN" \
O DC_| SSUER="ht t ps://issuer.exanpl e. com' \
.Isis_preflight.sh

Opti onal :
SAML_CERT_PEM="/ pat h/to/ sam _cert.pent ./sis_preflight.sh

o oH H O R R R R R H o o o H H HHHHH R HH

set -euo pipefail

# cccccocoos Hel pers ----------

red() { printf "\033[31ln®s\033[0m n" "$*"; }
green() { printf "\033[32n¥s\033[ OmM n" "$*"; }
yel low(){ printf "\033[33nds\033[0mM n" "$*"; }
blue() { printf "\033[34ns\033[0m n" "$*"; }
need() {

| ocal nanme="$1"

if [[ -z "${!nane:-}" ]]; then
red "M SSING env var: $nane"
exit 2

fi
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}

have_cmd() { conmand -v "$1" >/dev/null 2>&1; }

json_get () {
# json_get <json> <jq_filter>

import json,sys
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sis_preflight.sh (part 2 of 6)

print("")

sys. exi t(0)
keys=[k for k in path[1:].split(".") if k]
cur =dat a

print(cur if not isinstance(cur,(dict,list)) else json.dunps(cur))

| ocal et hod="$1"

-H "Accept: application/json" \

-H "Content-Type: application/json" \

${auth: +-H "$auth"} \

--data "$data" \

-w "\ nHTTP_STATUS: % htt p_code}\ n")
el se

out=$(curl -sS -X "$nmethod" "$url" \

-H "Accept: application/json" \

${auth: +-H "$auth"} \

-w "\ nHTTP_STATUS: %4 htt p_code}\ n")
fi
echo "$out"

}

status_code() {

# Extract HTTP status appended by http()

echo "$1" | sed -n 's/.*HTTP_STATUS:\ ([0-9][0-9][0-9]\).*/\1/p" | tail -n 1
}

body_only() {
# Renpve appended status line
echo "$1" | sed '/"AHTTP_STATUS:/d'
}

fail() { red "FAIL: $*"; exit 1; }
pass() { green "PASS: $*"; }

A lnputs ----------
need APP_BASE

need TENANT

need SKYE_ADM N_TOKEN
APP_BASE=" ${ APP_BASEY% } "

ADM N_AUTH="Aut hori zati on: Bearer ${SKYE_ADM N_TOKEN}"
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sis_preflight.sh (part 3 of 6)

SCI M_TOKEN=" ${ SCl M_TCKEN; - } "
O DC_| SSUER="${ Ol DC_| SSUER - }"
SAM__CERT_PEM=" ${ SAM__CERT_PEM -} "

blue "[1/7] Identity discovery: $APP_BASE/ .wel | -known/skye-identity"

sci m base=$(j son_get "$body" ".sci m base")

echo "sci m base=$sci m base"

echo "audit_base=$audit _base"

echo "tenant_status_pat h=$t enant _st at us_pat h"
echo

#oomemeeeo- 2) Tenant ldentity Status ----------

blue "[2/7] Tenant identity status"

status_url| =" $APP_BASES${t enant _status_path//\{tenant\}/ $TENANT}"
resp=$(http GET "$status_url" "$ADM N_AUTH")

code=$(st at us_code "$resp")

body=$(body_only "$resp")

[[ "$code" == "200" ]] || fail "Tenant status not reachable (got $code) at $status_url"
sso_enabl ed=$(j son_get "$body" ".sso.enabl ed")

sso_requi red=$(j son_get "$body" ".sso.required")

sso_prot ocol =$(j son_get "$body" ".sso. protocol")

sci m enabl ed=$(j son_get "$body" ".sci m enabl ed")

nfa_requi red=%$(j son_get "$body" ".policy.nfa_enforced")
pwd_di sabl ed=$(j son_get "$body" ". policy. password_| ogi n_di sabl ed")
profil e=$(json_get "$body" ".profile") # SIS-Core or SIS-Enterprise

echo "profil e=$profile"

echo "sso. enabl ed=$sso_enabl ed sso.required=$sso_required sso.protocol =$sso_protocol "
echo "sci m enabl ed=$sci m enabl ed"

echo "policy.nfa_enforced=$nfa_required policy.password_| ogin_di sabl ed=$pwd_di sabl ed"

[[ "$sso_enabled" == "true" ]] || fail "SSO not enabled for tenant."
[[ "$sso_protocol” == "oidc" || "$sso_protocol" == "saml" || "$sso_protocol” == "both" ]] || fail "Invalid ssc
if [[ "$profile" == "SIS-Enterprise"” ]]; then

[[ "$sso_required" == "true" ]] || fail "Enterprise requires SSO required=true"

[[ "$pwd_di sabl ed" == "true" ]] || fail "Enterprise requires password_| ogi n_di sabl ed=t rue"

[[ "$nfa_required" == "true" ]] || fail "Enterprise requires nfa_enforced=true"

[[ "$scimenabled" == "true" ]] || fail "Enterprise requires SCl M enabl ed=true"

fi
pass "Tenant status checks OK"
echo
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sis_preflight.sh (part 4 of 6)

A 3) O DC Discovery + JWKS (if ODC configured) ----------
blue "[3/7] ODC checks (if applicable)"
if [[ "$sso_protocol" == "oidc" || "$sso_protocol" == "both" ]]; then

[[ -n "$ODC_ISSUER' 1] || fail "ODC issuer required (set O DC_|I SSUER)."

[[ "$code" == 00g 11 || fail "ODC discovery not reachable (got $code)."

bl ue "Fetching JWKS: $jwks_uri"

echo

R 4) SAML Cert Expiry (if SAML configured and cert provided) ----------
blue "[4/7] SAML cert checks (if applicable)"

if [[ "$sso_protocol" == "sanml" || "$sso_protocol" == "both" ]]; then

if [[ -n "$SAML_CERT_PEM ]]; then
[[ -f "$SAML_CERT_PEM' ]] || fail "SAM__CERT_PEMfile not found: $SAM._CERT_PEM
i f have_cnd openssl; then
exp=$(openssl x509 -enddate -noout -in "$SAM._CERT_PEM' | sed 's/notAfter=//")
echo "SAML cert expires: $exp"
pass "SAML cert parsed OK (ensure >60 days remaining nanually or via policy)"
el se
yel  ow "openssl not found; cannot parse SAML cert expiry autonmatically."
fi
el se
yellow "SAML in use but no SAM_._CERT_PEM provided. Provide cert to validate expiry."
fi
el se
yel I ow " Ski ppi ng SAML checks (tenant not using SAM.)."
fi

echo
R 5) SCI'M Snpke Tests ----------
blue "[5/7] SCIM checks (if applicable)"
if [[ "$scimenabled" == "true" ]]; then
[[ -n "$scimbase" ]] || fail "Discovery missing scimbase"
[[ -n "$SCIM TOKEN' ]] || fail "SC M enabl ed but SCI M TOKEN not provided."

SCI M_AUTH="Aut hori zati on: Bearer ${SCH M TOKEN}"
sci m root =" $APP_BASES${ sci m base% }"

# Create a unique test user
ui d="sis-test-$(date +%)"
user _payl oad=$(cat <<JSON
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sis_preflight.sh (part 5 of 6)

"schemas":["urn:ietf:parans: scimschenmas: core: 2.0: User"],
"user Nanme": " $ui d",

"nane":{"gi venNane": "SI S", "fam | yNane": " Test"},

"enmmil s": [{"val ue":"$ui d@xanpl e.invalid","primary":true}],

bl ue "SCIM Create User: $scimroot/Users"

pass "SCIMcreate user OK (id=$scimuser id)"

bl ue "SCI M Deactivate User (PATCH active=false)"

pat ch_payl oad=' {"schenas":["urn:ietf:parans: sci mapi: nessages: 2. 0: Pat chOp"], "Operations": [{"op": "Repl ace", "y
resp=$(http PATCH "$sci m root/Users/ $sci muser_id" "$SCl M AUTH' " $pat ch_payl oad")

code=$(st at us_code " $resp")

[[ "$code" == "200" ]] || fail "SCIM patch deactivate failed (got $code): $(body_only "$resp")"
body=$(body_only "$resp")

active=$(j son_get "$body" ".active")

[[ "$active" == "false" ]] || fail "SCIMpatch did not result in active=false"

pass "SCI M deactivate OK"

bl ue "SCIM Optional Delete User"
resp=$(http DELETE "$sci m root/Users/ $sci muser _id" "$SCI M AUTH")
code=$(st at us_code "$resp")
if [[ "$code" == "204" || "$code" == "200" || "$code" == "202" ]]; then
pass "SCl M del ete OK (code=$code)"
el se
yel low "SCl M del ete not supported or bl ocked (code=$code). Disable-only can be acceptable if tenant uses
fi

el se

yel | ow " Ski ppi ng SCI M checks (SCI M not enabl ed)."
fi
echo
# oo 6) Audit Log Reachability ----------
blue "[6/7] Audit |ogging checks"

if [[ -n "$audit_base" ]]; then

el

audi t _ur| ="$APP_BASE${ audi t _base% }/ event s?t enant =5TENANT& i mi t =5"

resp=$(http GET "$audit_url" "$ADM N_AUTH")

code=$(st at us_code " $resp")

body=$(body_only "$resp")

[[ "$code" == "200" ]] || fail "Audit events endpoint not reachable (got $code): $audit_url"
pass "Audit endpoint reachable (verify events contain auth + scim+ admn config entries)"
se

yel l ow "Di scovery missing audit_base; cannot verify audit endpoint."
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sis_preflight.sh (part 6 of 6)

A 7) Manual SSO Validation Steps ----------

echo " 1) Disable a real test user in IdP (or via SCIM active=false)."
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